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Academic Day starts with -

e (Greeting with saying ‘Namaste’ by joining Hands together following by 2-3 Minutes
Happy session, Celebrating birthday of any student of respective class and National
Anthem.

Lecture starts with- quotations’ answer writing

Review of previous Session - EIGamal

Topic to be discussed today- Today We will discuss about Authentication Requirements
Lesson deliverance (ICT, Diagrams & Live Example)-

» Diagrams

Introduction & Brief Discussion about the Topic- Authentication Requirements


https://www.jvwu.ac.in/documents/UGC-letter.pdf
https://www.jvwu.ac.in/documents/NAAC.pdf

Authentication Requirements

In the context of communication across a network, the following attacks can be identified:

Disclosure — releases of message contents to any person or process not possessing
the appropriate cryptographic key.

Traffic analysis — discovery of the pattern of traffic between parties.

Masquerade — insertion of messages into the network fraudulent source.

Content modification — changes to the content of the message, including
insertion deletion, transposition and modification.

Sequence modification — any modification to a sequence of messages between
parties, including insertion, deletion and reordering.

Timing modification — delay or replay of messages.
Source repudiation — denial of transmission of message by source.

Destination repudiation — denial of transmission of message by destination ensures to deal
with first two attacks are in the realm of message confidentiality. Measures to deal with 3
through 6 are regarded as message authentication. Item 7 comes under digital signature and
dealing with item 8 may require a combination of digital signature and a protocol to counter this

attack.

Reference-

1. Book: William Stallings, “Cryptography & Network Security”, Pearson Education, 4th
Edition 2006.



QUESTIONS: -
Q1. What are the authentication requirements in reference to security in cryptography?

Next, we will discuss more about Authentication Functions.

e Academic Day ends with-

National song ‘Vande Mataram’



